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Service Level Agreement {SLA)

Introduction

This documernt oullines the levels of service to be provided by Synergy Scoftware Technolegles Inc. with regard to the
subscribed use of the AgingMetwork.com service. AgingMetwork.com is an Application Service Provider (ASP] offering
that is designed to provide Internet-based access to Synergy Software Technologies application software. The
architecture and tailoring of the software in this model Is intended for use by members of the National Aging Metwork of
State Units on Aging, Ares Agencies on Aging. and Service Providers, In addition to application software access,
Synergy will provide for the housing of databases used by the customer via Synergy application software,

Service Overview

AgingMetwork.com is an application server environment offering access to Synergy applications via the internet.  In
addition te application access, subscribers to the service are provided with data center support services designed o
completely offlosd the subscriber organization from typical hardware and software maintenance requirements for in-
house deployment of Synergy Software Technologles Inc. applications. Access to the subscribed applications is provided
via a Web portal, and the only software requirement for the subscrber is a Microsoft Windows based Web browser,
eoupled wilh the use of the CITRIX Metaframe cliant, a small browser adé-con allowing integration with the CITRIX server
technology used by Aginghetwork.com,

Service Detaiis
Hardware Environment

The AgingMetwork.com hardware environment consists of three distinct components integrated in a stale of the ar server
farm. The first of these companents is the Secure Gateway. The Secure Galeway consists of a firewall device conneclad
to a series of servers poviding secure licketed access to the applications on the main server bank, This component
ensures complete and comprehensive security for the server environment and is designed to prevent unauthorized
access to the system as well as ward off attacks by hackers. The second component is the CITRIX sarver farm, which
provides a load-balanced environment for execution of Synergy applications in the CITRIX Metaframe system. These
servers are where the actual applications will run in discrete, compartmental workspaces for AgingMetwork.com
subseribers, The third and final componant of the sysiem is the database server clusier which consists of a series of
gervars running Microsoft SC0L Server to access application data. The SCQL server hardware environment s run
redundantly to ensure quick recovery in the event of server failure,

The system also includes a DLT tape drive systam for periodic backup of the system environment and databases. CPU
and backup hardware within the environment consists of rack-mounted Dell hardware with ample processing and memaory
resources for meefing the concurrent user requirements of subscriber contracts. The server farm is designed to be easily
scaled as processor, memory and storage requirsments incréase.

Software Environment

Agingietwaork.com uses Citrix Metaframe technology for the delivery of Synergy application function via a thin clisr
interface aver the Infernet. CITRIX is a proven lechnology for application serving, and offers tremendous benefit over
native web spplication offerings, The combination of CITRIX and Synergy applications provides the subscriber wilh a
tremendousty rich interface thal would not be possible with native HTML, ASF or Java deployments.  in essence, the
objective is to provide richness in funclion ower a browserbased interface that is equivalen to desktop operation of the
application with no sacrifice in performance. The primary software components used in AgingNetwork.com are as follows:

Firewall Software - A firewall is employed fo ensure thal only authorized access to the system s available. The firewall
runs the maost recant version of the firswall vendor software,
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CITRIX - The main application server processing is controlled by CITRIX Metaframe, with varicus CITRIX components
providing access security, application serving and application load balancing

Microsoft Windows — The Microsoft Windows 2000 operating system is served {0 the subscriber a3 the desktop operating
platform.

Microsoft SQL Server = Microsoft SCOL Server 2000 is used as the Database Managemesnt Sysiem for conirolling
SAMS2000 databases.

MNodon Antivinus = The Norton Anfivirus Corporate Edition is used to provide wirus scanning for all systems in the
AgingNatwork.com server farm.

Veritas Backup Exec - Veritas Backup software is used to schedule and automate tape backup of the AgingNetwork.com
application environment and subscriber databases.

Synerqy Application Soflware - Syngray Saftware Technalngies Inc: applicatinn safiware will ke pravided tn the suhseriner
per licensing agreements defined as a part of the subscriber enrclimenl. Any component of the Synaergy suite of products
may be provided as a parl of the subscriber desklop.

Physical Environment

Aginghetwork com witl reside in a rack-mounted server farm placed in a secura facifily operaled by Globalnet Internet
services, physically adjacent to Synergy Software Technologies Inc, offices. The Globalnet datz cenier may only be
accessed by autherized support personnel, and consists of an alarm system-equipped room with motion sensor fniggers.
The AgingNetWork.com server farm is aftached to a fiber optic trunk, offering redundant connection to the intamet
backbone. Power fo the system includes automated battery-backup, as well as an independent power generator for use
in the event of an extended power outage.

Service Deployment

The deployment period will consist of service preparation and lesting to be performed between the subscriber
organization and Synergy. Deployment of the service to the subscriber will be done according to the pre-determined
deployment plan developad jointly between the subscriber and Synergy, This plan will culline the following details that will
drive the implemantation tasks during the deployment period:

A Identification of all individuals lo be given access to the system, not necessarily concurrently. This list must
include each individual that will require access to the syslem. For security reasons, each of these enfities must
be an actual perscn, and not a proposed “shared account”.  Synergy will provide the subscriber with a
spreadshes! that will make it easy to provide the necessary user information.

B. ldentification of the maximum number of required concurrent users. This number will specify the lotal number of
usars under the subscriving organization that may access the system atl the same fime (Le. “concurrent user
count").  The concurrent user count will be the basis for acquisition (if necessary) of the hardware and software
required o meel any capacity requirements of the Aginghetwork.com data center. It will alse be the basis for
guaranieed capacity delivery between Synaergy and the subscriber,

C. Identification of the Synergy applications to be installed in the workspace for the subscriber,  Licensure for
Synergy applications will be handled either as an intagral part of the overall contract with the subscriber, or under
separate contract. The latter is more the case whean a subscriber i converting from an in-house installation to
deploymant on AgingMNetwork com,

Do Identification of the specific databases to be deploved. This may involve data conversion or consclidation of
existing databases. If such work is necessary, Synergy will size the effort required, and will require approval of
the work prior to the start of deployment.
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E. ldentification of an individual authorized to review and approve the deployment impiementation (subscriber
agent). The subscriber should identify an individual or group that will review and test the instaliation to ensure
that it meats expeciations of the deployment prior to receipt of final approval. The start of the subscription period
will begin on the day the implementation receives approval from the subscriber agent.

F. Any special requirements of the subsariber that must be taken into account during the implementation period.

. A tims lins for the dopleyment that takes inls msssunt ressurss reguiremants and raguisite sekaduling fse ke
subscribar organization and Synearoy.

Following deployment execution, determined by approval by the subscriber agent, Service Availability will begin,
Service Availability

Following deployment, the Service Availability period will bagin,  This period will begin with the approval of the
deployment by the subscriber agent, and will confinue perpetually as long as the subscriber maintains service fee

payments according to the contract agreement,  During Service Availability, Synergy will provide the subscriber with the
following services.

A, Access AgingMetwork.com and associated licensed applications via the Internet 24 hours a day, 7 days a
weaek, with the exception of schedule down time for system maintananca.

Guarantead 3% availability of the server applications outside of scheduled down fimes.
Maintenance of subscribed applicafions.

Maintenance of all sysiem hardware and server software,

mo o m

System performance monitoring and adjustments as necessary 1o support the number of required concurrent
LISErs.

n

Security and Virus scanning of all system hard drives,

3. Periodic backup of all server soflware components and subscriver databases. (See the section on Data
Backup for details on backups perdformed.)

H. Access to a toll-free technical support number for lechnical support. Technical support response me will be
within 2 hours of the onginal call during extended normal business hours (Bam — Bpm Easterm Time).  Note
that “technical support” is defined as addressing system defects or issues, and does not include individualized
assistance on how to use applications,

Scheduled Down Time

Pariodically Synergy will schedule times when the system will be unavailable dus to extendad maintenance. if at all
possible, hess periods will be scheduled outside of normal business hours, and the subscriber will receive 24 hours
notice of the down time. Depending upon the immediacy of the maintenance required, the down time may be reschedulaed
at the request of a subscriber. !t is anticipated that there will be a weekly schaduled down time for system maintenance on
Tuesday mornings from 8:00 AM to 2:00 AM Eastern,

Unscheduled Down Time and Recovery

In the event of unscheduled down time {i.e. an unplanned outage), Synergy will make every effart to diagnose the problem
and restore operation as soon as possible. Because the system confains a number of redundancies, down time for such
avents should be absolutely minimal. The following outiines our commitment regarding recovery from unplanned cutages.
The limes given are from the point of knowledge by Synergy personnel of the failure:

A, Hard disk failures should be absclutely minimal, due to RAID system usage, and redundant hard drives, In the
event of 3 hard drive failure that cannot be automatically restored, we will commil to a maximum outage time of 6
hours to restore data andlor systems from backup lapes

B. The data system containg redundant servers for the mest critical compenents. In the event of catasirophic failure
of a server requiring complaete replacement, we will restore senvice within a 24 hour time period.
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. A catastrophic system failure, requiring the entire data center to be re-built will b2 recovered over a period of 3
business days.

Flease refer to “Backup Schedule” below. In the event of implementing disaster recovery steps, subscribers’ data will be
restared from the backup data protected according to the guidelines in that section. Note that these avenls reprasent
axtreme circumstances that should seldom occur, i ever. Also, all servers in the farm are backed up by immediately
available redundant hardware, greatly reducing the chances of an extended outage.

Internet Connection Dependence

1t shoulid be noted that the performance and availability of this service is directly dependent upon the quality of the client's
intemet connection.  Synergy will aid the client in determining the quality of their Internet connection via the use of tools
designed to measure throughput. This information may than be used to make an informed decision regarding Intemet
Service Provider selection. Failure of the client’s Internet connection to maintain satisfactory throvghout and latency is
outside he scope of this S5LA, and should be addressed with the directly with the 'SP, Synergy cannot be held

responsiple for Internet infrastructure fallures, and as such this SLA applies to those components within the
AgingNetwork com server farm.

Backup Schedule

AgingNetwork.com uses Veritas Backup Exec software to backup all data routingly, Al data is backed up onlo taps
nightly. beginning at 2am. AgingMetwork.com follows a Grandfather, Father, Son {GFS) backup strategy. We use three
(3} different sets of tapes to ensure data integrity. One (1) set is used for daily back ups (Mon-Thur), another set is used
for our weekly back ups, run each Friday and the final set used on the last day of the month for the monthly., Each tape
set is then taken offsite in accordance with disastier recovery guidelines.

AgingMetwork.com aiso provides an additional laver of prolection by backing up all updates to the SAMS 2000 database
avery 13 minutes to sscond backup database server. This ensures that incase of emergency only a limited about of
information could potentially be lost during the business day. AN servers Including the redundant applications backup
sarvar are included in the nightly backups.

On the daily backups {Mon-Thurs), a differential (a backup in which all files that have been modified since the last full
backup are copiad to the backup device) backup is run ensuring all files are saved and can be restored, The waskiy
{Friday} backups are full (2 backup that takes a complete image of the entire file systems and capied to the backup
device) backups, Below please find a schedule of our backup procedure.

Monday Tuesday Weadnesday | Thursday Friday
Waak 1 Daily (D) Doaily (D Daily {0} Daiby (D) Weskhy (F)
Week 2 Daily (D) Daily {0} Daily (D} Daily (D) Weekly (F)
Week 3 Daily {0 Daily {D Daily (D} Daily (D) Wiesekly (F)
Weaek 4 Daily {D Daily {D} Daily (D} Daily (D) Weekly (F)

A redundant monthly backup is also performead,

(D) = Differential Backup (F) = Full Backup

These backups include all SAMS 2000 and other pertinent application databases, with all transactions backups beginning
at 10 pm nightly and database backups beginning at 12 am nightly with all the data processed then backed up to tape at 2
am nightly, Tapes are switchaed out the following business day and taken offsite until needed.

SLA Remedies

If Synargy is unable to mesl the requiremeants of this SLA due o ciroumstances within Synergy's confrol and area of
responsibility, then the monthly service fee would be refundable on a pro-rata basis.
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Service Level Agreement (SLA)

introduction

This document outlines the levets of sarvice to be provided by Svnergy Software Technologies inc, with regard 1o the
subscribed use of the AgingNetwork,com service. AgingNetwork.com is an Application Service Provider (ASP} offering
that is designed toc provide Internei-based access to Synergy Software Technologies application software. The
architecture and tailoring of the software in this model is intended for use by members of the National Aging Network of
State Units on Aging, Area Agencies on Aging, and Service Providers. In addifion to application software access,
Synergy will provide for the housing of detabases used by the customer via Synergy application software.

Service Overview

AgingMetwork_com is an application server environment offering access to Synergy applications via the Internst. In
addition to application access, subscribers to the service are provided wilh data center support services designed to
completely offload the subscriber organization from typical hardware and softwere maintenance requirements for in-
house deployment of Synergy Software Technologies inc. applications. Access to the subscribed applications is provided
via a Web porial, and the only software requirement for the subscriber is & Microsol Windows basad Web browsar,
coupled with the use of the CITRIX Metaframe ciient, & small browser add-on allowing integration with the CITRIX server
technology used by AgingMNetwork.com,

Service Details
Hardware Environment

The AgingMNetwork.com hardware environment consists of three distinct components intagrated in a state of the anl server
farm. The first of these components is the Secure Gateway. The Secure Gateway consisis of a firewall device connected
to a series of servers providing secure ticketed access to the apphications on the maln server bank, This componant
ensures complete and comprehensive securty for the server environment and is designed to prevent unauthorized
access lo the syslem as wall as ward off attacks by hackers. The second compenant is the CITRIX server farm, which
provides & load-balanced environment for execution of Synergy applications in the CITRIX Metaframe system. These
servers are where the actual applications will run in discrete, comparimental workspaces for AgingMetwork.com
subscribers. The third and final component of the system is the database sarver clusler which consists of a series of
servars running Microsoft SQL Server to access applicafion data. The SQAL server hardware environment s run
redundantly to ensure quick recovery in the eventi of server fallure,

The system also includes a DLT tape drive system for periodic backup of the system environment and databases, CPU
and backup hardware within the environment consists of rack-mounted Dell hardware with ample processing and meamaory
resources for meeling the concurrent user requirements of subseriber contracts. The server farm is designed to be sasily
scaled as processor, memory and storage requirements mcrease,

Software Environment

AgingMetwork.com uses Citrix Metaframe technology for the delivery of Synergy application function via a thin client
inlerface over the Internet. CITRIX is a proven technology for application serving, and offers fremendous benefit over
native web applhcation offerings. The combination of CITRIX and Synergy appiications provides the subscriber with &
tremendously rich interface that would not be possible with native HTML, ASP or Java deployments.  In essence, the
abjective is to provide richness in function over a browserbased interface lhatl is equivalent to desklop operation of the
application with no sacrifice in performance. The primary software components ussd in Aging Network, com are as foliows:

Firewall Software - A firewall is employed to ensure thatl only authorized access to the system is available. The firewsil
runs the most recent version of the firewall vendor software,
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CITRIX - The main application server processing is controlled by CITRIX Melalrame, with various CITRIX componants
providing access securily, application serving and application oad balancing.

Microsoft Windows — The Microsoft Windows 2000 operating system is served to the subscriber as the desktop operating
plattorm.

Microsoit SOL Server - Microseft SQL Server 2000 is used as the Database Management System for controlling
SAMS2000 databases,

Moron Anfivius — The Morion Antivirus Corporate Edition is used to provide wirus scanning for all systems in the
AgingMatwork.com sarvar farm.

\eritas Backup Fxec - Veritas Backup software is used to schedule and automate tape backup of the AgingMetwork com
application environment and subscriber databases,

Syng licaii - Synergy Software Technologies |nc. application software will be provided to the subscriber
per licensing agreaments defined as 2 part of the subscriber enrollment. Any companent of the Synergy suite of products
may be provided as a par of the subscriber desktop.

Physical Environment

AgingMetwork com will reside in a rack-mounied server farm placed in a secure facilily operated by Globainet internet
sarvices, physically adjacent to Synergy Software Technologies Ing, offices. The Globalnet data center may only be
accessed by authorized suppor! personnel, and consists of an alarm syslem-equipped room with motion sensor triggers.
The AgingMetWork.com server farm is altached to a fiber optic trunk, offering redundant connection fo the Internet
backbone. Power to the system includes automated battery-backup, as well as an independent power ganeralor for use
in the event of an extended power outage,

Service Deployment

The deployment period will consist of service preparation and testing to be performed between the subscriber
organization and Synergy. Deployment of the service to the subscriber will be done accerding to the pre-determined
deployment plan developed jointly between the subscriber and Synergy. This plan will outiine the following details that will
drive the implementation tasks during the deployment period

&, Identification of all individuals to be given access to the system. not necessarily concurrently. This fist must
inciude each individual that will require access to the syslem. For security reasons, each of these entities musl
ba an actual person, and not a proposed “shared account™.  Synergy will provide the subscriber with a
spraadshest thal will make it easy to provide the necessary user information.

E. l|dentification of the maximum number of required concurrent users. This number will specify the total number of
" uwsers under the subscribing organization that may access the system at the same time {i.e. "concurrent user
count”). The eoncufrrent user count will ba the basis for acquisition [if necessary) of the hardware and software
required io meet any capacity requirements of the Aginghetwork.com data center. It will also be the basis for
guarantesd capacily delivery between Synergy and the subscribar,

C. ldenfification of the Synergy applications 1o be installed in the workspace for ihe subscriber. Licensure for
Synergy applications will be handled either as an integral parl of the overall contract with the subscriber, or under
separate contracl. The latter is more the case when a subscriber is converfing from an in-house instaliation to
deployment on AgingMetwork com,

0O |dentification of the specific databases to be deployed. This may involve data conversion or consclidation of
existing databases. I such work is nacessary, Synergy will size the effort required, and will require approval of
the work prior to the start of deployment.

Synergy Software Technofogies inc. Fage Z of 4
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E. ldentification of an individual authorized to review and approve the deployment implementation (subscriber
agent). The subscribsr should identify an individual or group that will review and test the installation to ensure
that it meets expectations of the deployment prior 1o receipt of final approval. The start of the subscription paricd
will begin on the day the implementation receives approval from the subscriber agent.

F. Any special requirements of the subscriber that must be taken into account during the implementation period,

G A fimedine for the deployment that takes into account resource requirements and requisite scheduling for the
subscriber organization and Synergy.

Following deployment execulion, determined by approval by the subscriber agent, Service Avalability will begin.
Service Availability

Following deployment, the Service Avallabiiity period will begin.  This period will begin with the approval of the
deployment by the subscriber agent, and will continue perpetually as iong as the subscriber maintains service fes

payments according to the contract agreement.  During Service Availability, Synergy will provide the subscriber with the
following servicas:

A, Access AgingNetwork.com and associated licensed applications via the Internet 24 hours a day, 7 days &
week, with the exceplion of schedule down time for system mainlenance.

Guarantead 3% availability of the server applications outside of schedulad down limes.
Mainlenance of subscriced applications,

Maintenance of afl system hardware and server software,

m o 0w

System performance monitoring and adjusiments as necessary o support the number of required concurrent
LISETrs.

M

Security and Virus scanning of all system hard drives.

Periodic backup of all server software components and subscriber databases, (See the section on Data
Backup for details on backups performed.}

H. Access 1o a toll-free technical suppor! number for technical support. Technical support response time will be
within 2 hours of the original call during extended normal business hours (S8am — Gpm Eastern Time). MNote
that “lechnical support” is defined as addressing system defects or issues, and does not include individualized
assistance on how to use applications.

Scheduled Down Time

Perindically Synergy will schedule times when the system will be unavailable due o extended maintenance, I at all
possibie, hese periods will be schaduled oulside of normal business hours, and the subscriber will receive 24 hours
notice of the down time. Depending upon the immediacy of the maintenance required, the down time may be rescheduled
at the request of a subscriber. It i$ anlicipated that there will be & weekly scheduled down lime for system maintenance on
Tuesday marnings from 6:00 AM to 00 AM Eastern.

Unscheduled Down Time and Recovery

In the event of unscheduled down time {i.e. an unplannad outage), Synergy will maks every effort to diagnose the problem
and restore operation as soon as possible, Because the systermn conlains a number of redundancies, down time for sush
svenls should be absolutely minimai. The following oullines our commitment regarding recovery from unplanned cutages.
The times given are from the point of knowledge by Synergy personnel of the failura:

A, Hard disk failures should be absolutely minimal, dug fo RAID system usage, and redundant hard drives. In the
event of a hard drive failure thal cannct be automatically restored, we will commil to a maximum outage time of 8
hours to restors data andi/or systems from backup tapes.

B. The data system containg redundant servers for the most critical components.  In the evenl of catastrophic failure
of a server reguiring compiate replacement. we will restore service within & 24 hour time period,
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C. A catastrophic eystem failure, reqguiring the entire data center to be re-built will be recovered over a period of §
business days.

Please refer to “Backup Schedule” below. In the event of implemsnling disaster racovery sleps, subscribers” data will be
restored from the backup data protected according to the guidelines in thal section. Note that these events represent
exireme circumstances that should seldom occur, if ever.  Also, all servers in the farm are backed up by immediately
available redundant hardware, greatly reducing the chances of an exlended outage.

internet Connection Dependence

It should be noted that the performance and availability of this service is directly dependent upon the quality of the client's
Imiernet connection, Synergy will aid the client in determining the quality of their Internet connection via the use of tools
designed to measure throughput.  This information may then be used lo make an informed decision regarding Internet
Service Provider selaction. Failure of the cient's Intarnet connection to maintain satisfactory througheut and latency is
putside he scope of this SLA, and should be addressed with the directly with the ISF.  Synergy cannot be held

responsiole for Intermet infrastructure failures, and as such this SLA applies to those components  within the
AgingNetwork.com server farm.

Backup Schedule

AgingMetwork com uses Vertas Backup Exec software to backup all data routinely. All data is backed up onto tape
nightly, baginning at Zam. AgingNetwork com follows a Grandfather, Father, Son (GFS) backup strategy. We use thrae
{3} different sets of tapes o ensure data integrity. One {1) set is used for daily back ups (Mon=Thur}, another set is used
for our weekly back ups, run each Friday and the final set used on the last day of the month for the monthly. Each tape
zet is then laken offsite in accordance with disaster recovery guidelines.

AgingMetwork.com also provides an additional layer of protection by backing up afl updates to the SAMS 2000 database
every 15 minutes to second backup database server. This ensures that incase of emergency only a limited about of
information could potentially be lost during the business day. Al servers including the redundant appiications backup
server are ncluded in the nighily backups,

Cin the daily backups {Mon-Thurs), a differential (a backup in which all files that have been madified since the last full
backup are copied to the backup device) backup is run ensuring all files are saved and can be restred. The weekly
{Friday) backups are full (3 backup that takes a complels image of the entire file systems and copied to the backup
devica) backups. Below please find a schedule of our backup procedure.

Monday Tuesday Wednesday | Thursday Friday
Weaek 1 Daiky {2} Diaily {0} Daily {D} Daily (D} Weakly (F)
Waak 2 Daily (I Daily (D) Craily (D) Daiky (D) Weekhy (F)
Weaeak 3 Daily (D} Daily (D} Daily (D} Daily (D) Weeakly (F)
Wesk 4 Craily (D) Daily (DY Daily (D} Daily (D} Waekly (F}

A redundant monthly backup is also performed,

{0 = Differential Backup (F} = Full Backup

These backups include ali SAMS 2000 and other pertinent application databases, with all transactions backups beginning
at 10 pm nightly and database backups beginning at 12 am nightly with &ll the data processed then backed up 10 tape at 2
am mightly, Tapes are switched out the following business day and taken offaite uniil needed.

SLA Remedies

If Synergy is unable to meet the reguirements of this SLA& due to circumstances within Synergy's control and area of
responsibility, then the monthly service fee would be refundable on a pro-rata basis.
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